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Status of EU5G development

› Phase 2 (development of the candidate scheme) started 
January 2023

– Continuing work in existing AHWG (approx. 100 members)

– 9 Thematic Groups -> reduced to 7

– Version 1 of candidate scheme was planned mid 2023, now end 2023



EU5G AHWG Work Streams
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EU5G AHWG Phase 2 Organisation
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› European Cybersecurity 
Certification Group

› 26th May 2023

› 9th June 2023

› (11 July 2023)

› Again no updated IA was 
made available to Member 
States

ECCG

7



Status of Implementing Act

– CSA responsibility within DGCNECT transferred from H1 to H2

– Internal EC consultation of IA finalised

– Comments are being addressed by DGCNECT

– Legal issue:

▪ PPs are not considered ‘products’ and can therefore not be certified

▪ Possible solution: extend the scheme to also include ‘processes’

– Member states urged DGCNECT to be more transparent on the process



ECCG discussion points

› ECCG voting process around “state-of-the-art” documents:

– Minimum Site Requirements

– Minimum ITSEF Requirements for security evaluations of smart cards and similar 
devices

– Minimum ITSEF Requirements for security evaluations of hardware devices with 
security boxes

– Security Architecture requirements (ADV_ARC) for smart cards and similar devices

– Certification of “open” smart card products

– Composite product evaluation for smart cards and similar devices

– Application of attack potential to hardware devices with security boxes

– Application of attack potential to smartcards and similar devices

– Application of Common Criteria to integrated circuits

› New “state-of-the-art” document on Accreditation of ITSEFs



ECCG discussion points

› EUCC maintenance proposal from ENISA

– Establishing a ECCG subgroup for EUCC maintenance coordination

– Establishing a ISAC for document creation and maintenance

› ECCG Crypto subgroup

– Continuing the work from the SOG-IS crypto group

– Call for participation by MS

– ENISA may invite external crypto experts



Next steps - EC

› Internal commission consultation

› Draft EC IA published 
– Public consultation (4 weeks) 

– TBT notification to WTO (60 days, in parallel, for information)

– Comitology process/Committee discussions can begin (NB: cannot call for Opinion 
yet)

› Revision of documents after TBT notification and public feedback

› Committee discussions → Vote (require positive opinion by qualified 
majority) 

› Translation of IA in all EU languages (>100 pages, so more than 30 days)

› Adoption

› Entry into force



Next steps - ENISA

› Finalise ENISA certification website

› Finalise certificate notification process, including marks, labels and 
QR-code

› Continue TGs on:

– Scheme governance (transition SOG-IS working groups (JIWG, JHAS, JEDS) 
into ISACs)

– Guidance on Accreditation and Authorisation of CABs

– Guidance on vulnerability handling and disclosure

– Guidance on patch management & scope reduction

– Guidance on transition to new CC:2022

– Supporting SoA documents (derived from national interpretations)



Next steps - NL

› Developing templates and forms

› Developing transition policy and timelines

– Close cooperation with NLNCSA

In close consultation with stakeholders
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