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The basis of the EU5G candidate scheme

> The foundation

— The issuance of the request is based on the 5G Toolbox. It should target key
5G components and suppliers’ processes in the context of the 5G Toolbox risk
mitigation plans

> Resulting objectives

— The EU 5G candidate scheme should become an additional building block of
the EU work for 5G security as established by the NIS Cooperation Group

- Leveraging on existing work, seamless integration and avoiding duplication
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EUS5G AHWG Work Streams

> WS1: “As-is” translation of existing scheme elements in NESAS

> WS2: “As-is” translation of existing scheme elements in GSMA
SAS-SM and SAS-UP and certification schemes plus specifying the
EUCC use for eUICC certification

> WS3: Risk-based definition of security and certification
requirements for components and processes in the 5G context

- 5G context definition and documentation
— 5G context risk and cybersecurity assessment
— Gap analysis & resolution definition
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Status of EU5G development

> Phase 1 ongoing for all 3 WSs, to be concluded in September

- Main context scenario is "Enabling basic connectivity services for 5G
subscribers

- Also looking into "Roaming and 5G Interworking Security” and “Extension of
Remote SIM Provisioning Scenario for companion devices”

> Phase 2 to follow (development of the candidate scheme)

> Multiple current challenges:
— To estimate the equivalent CSA assurance level of existing GSMA schemes

— To conduct risk assessments with the proper assumptions on the intended use
of 5G components

— To potentially ensure technical comparability between GSMA and EU schemes,
and the future maintenance of the scheme
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