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EUCC pilots

> ENISA called for applications for pilots with the goal to gain
experience on several topics

> NL applied for two pilots:
— Accreditation/authorization of a CAB (CB and ITSEF)
- Information necessary for certification

> Pilot teams

consist of:

NCCA

NAB
CAB/CB
CAB/ITSEF
CAB/ITSEF
CAB/ITSEF
CAB/ITSEF
CAB/ITSEF

Agentschap Telecom / NL Radiocommunications Agency
Raad voor Accreditatie / Dutch Accreditation Council
TrustCB
Riscure
Secura
SGS Brightsight
TUVIT
UL
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EUCC pilot 1 - conclusions

1.

ISO/IEC 23532 is a good supplement to the ISO/IEC 17025, but reference to ISO/IEC
19896 on how to structure a competence management system requires attention
by the ITSEF

Accreditation guidance provides a good summary of
accreditation requirements (incl. additional scheme
requirements), however

* Accreditation scope definition shall be more specific and " “
harmonized under the EA SOLUT,O
N

* |SO/IEC 17025 may not suited for site audit activities (ALC),
so Handling of ALC activities outside the accreditation scope
shall be clarified PROBLEM

* Rules for monitoring compliance shall be removed for ITSEFs

* Further clarification is needed on some paragraphs of the ‘ENISA Guidance document’




EUCC status and
next steps




ECCG

> European Cybersecurity
Certification Group

> 28th June 2022
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Status EUCC

Finalising EUCC Implementing Act

> Request from European Commission to Enisa

> EUCC v1.0

> ECCG opinion

> EUCC v1.1.1 transmitted to the EC

> Working document

> (more) Internal EC prep === \\e are here
> Draft Implementing Regulation

> Committee

. Adoption == Expected Q2 2022




Status EUCC

Finalising EUCC Implementing Act

> Request from European Commission to Enisa
> EUCC v1.0

> ECCG opinion

> EUCC v1.1.1 transmitted to the EC

> Working document

> (more) Internal EC prep

> Draft Implementing Regulation == \Ne are here
> Committee

. Adoption === Expected Q4 2022
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Draft IA changes/updates

> Introduction of “state-of-the-art” documents

> Updated complaint handling process

> New article on “force majeure”

> Updated articles on authorisation of both CAB/CBs and CAB/ITSEFs

— Discussion on recognising authorisation issued by another NCCA
— Includes requirement to assess competences based on 2 pilot evaluations

> Updated article on mutual recognition
— Mutual recognition on a bilateral basis with third countries
- Now also possible to be limited to the substantial level only




Next steps - EC

> Handling of comments from Member States
> Draft EC IA published

> Public consultation (4 weeks)
— TBT notification to WTO (in parallel, for information)

— Cotn)witology process/Committee discussions can begin (NB: cannot call for Opinion
ye

> End of 4 week public feedback and revision of documents

> Committee discussions - Vote (require positive opinion, by qualified
majority)

> Translation of IA in all EU languages
> Adoption (expected end 2022)
> Entry into force
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Next steps - ENISA ¥ enisa m
x
> Setup ENISA certification website *x*
> Define certificate notification process, including marks, labels and
QR-code
> TGS on:

Scheme governance (transition SOG-IS working groups (JIWG, JHAS, JEDS)
into ISACs)

Guidance on Accreditation and Authorisation

Guidance on vulnerability handling and disclosure

Guidance on patch management & scope reduction

Guidance on transition to new CC

Supporting documents (derived from national interpretations)




Next steps - NL

> Implementing certification process in automated

internal quality system

> FIna
> Imp
> Furt

izing authorization process
ementing a ‘secure’ infrastructure

ner interaction with stakeholders on transition issues




Transition
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Transition period / start of EUCC scheme operation

3 important dates are related to the operation of the EUCC scheme:

A. Adoption of the implementing regulation establishing the scheme and limited entry into
force, only Chapter Il and Annex B
B. Entry into force of the full implementing act

C. National schemes cease to produce effects
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Adoption of impl.reg. Full entry into force National schemes (and

SOGIS) cease to produce effects
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Transition — open issues

> Discussions with CCRA to continue mutual recognition




Thank you for your
attention...

Questions ?




Agentschap Telecom
Ministerie van Economische Zaken

For a securely connected Netherlands

www.agentschaptelecom.nl

I Nhcca@agentschaptelecom.nl
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