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ECCG

> European Cybersecurity
Certification Group

> 28th June 2022
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Final draft EUCS

- Available AHWG EUCS ENISA;
— Provided to the EC [1.0.214];
- Not shared with the ECCG;

- Leaked [1.0.220].

President announcement

- Upfront: No discussion. Postponed
for September 2022.

— Item: Lot off papers from Industry
plus NL paper supported by number
of member states

— Paper NL status

>

EUCS on the ECCG agenda?

Regarding INL objectives and requirements

Code
INL-00

INL-01

INL-02

INL-03

INL-04

Titel
Eligibility requirements

Primacy of EU law

Trusted employees

Operation in the EU

Controlling exchanges
with suppliers outside
of the EU

Objective

Certified cloud services are operated only by companies
based in the EU, with no entity from outside the EU
having effective control over the CSP, to mitigate the risk
of non-EU interfering powers undermining EU regulations,
norms and values.

The CSP operates primarily within the legal framework
provided by the EU and its Member States, with
precedence over laws from non-EU states that may
include extra-territorial measures.

The CSP only employs trusted employees in security-
sensitive positions, in particular positions that may be
granted access to customer data.

The cloud service is operated and maintained from the
EU, and all CSC data is stored and processed in the EU.
The exchanges between the cloud service and its
suppliers are controlled specifically when the supplier is
located outside of the EU.



Current draft

> Comments processed

> Structure modified

> INL criteria added (App. J)
> Inconsistencies solved

> Terminology

> 356 pagina’s
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CEN/CENELEC JTC13

> "Cybersecurity and Data
Protection”




EUCS1

> WG2
> Management systems and controls sets

> "Multi-layered approach for a set of requirements for
information/cybersecurity controls for cloud services”

Q2 EUCS1 - 3rd WD Project Concept Commentaar/ 2022-07-11 Beschikbaar 2022-06-26
21 EUCS1 - Disposition of all comments (based on N85) Project Ander Informatie Beschikbaar 2022-06-23
20 EUCS1 - Consolidated Comments (based on N&5) Project Ander Beschikbaar 2022-06-2
89 EUCS1 - Agenda for Editing Meeting on 20220620 Project Ander Beschikbaar 2022-06-2

EUCS1 - Comments by ENISA AHWG Project Ander Beschikbaar 2022-06-17



EUCS2

> WG3
> Security evaluation and assessment

"Requirements for conformity assessment bodies certifying cloud
services”

Verwachte Verwachte

@3 N Type Subtype Project Status Gewijzigd
actie datum
239 JTC 13 WG 3 Invitation Requirements for CABs 2nd WD N221 editing meeting 2022-07 Project Ander Informatie Beschikbaar 2022-06-28 W
237 JTC 12 WG 3 expert comments on N221 RCABCCS 2nd WD Project Ander Informatie Beschikbaar 2022-06-14 v
235 JTC 13 WG 3 expert comments on N221 RCABCCS Znd WD Project Ander Informatie Beschikbaar 2022-06-03 v
234 JTC 12 WG 3 expert comments on N221 RCABCCS 2nd WD Project Ander Informatie Beschikbaar 2022-06-02 v

233 JTC 13 WG 3 expert comments on N221 RCABCCS Znd WD Project Ander Informatie Beschikbaar 2022-06-02 v



Het EUCS

> Timetable




Q4 2022 Mid 2024

_ Submission to the _ First certificates _
Mid 2022 Commission Mid 2023 are issued Mid 2025
Final draft candidate 7 Scheme is adopted M National schemes stop
for ECCG opinion by committee issuing certificates
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Scheme Annexes

CENELEC discussion on
Preparation work with NABs Accreditation

_ Finalization —

O

Conformity Assessments

Gr— ACOPTION m— e Transition
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In depth sessions

> Meta-approach
Dependency analysis
Penetration testing
Inclusive versus carve-out
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For a securely connected Netherlands

www.agentschaptelecom.nl

I Nhcca@agentschaptelecom.nl
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