.?i%;%;% Agentschap Telecom

L = X Ministerie van Economische Zaken
en Klimaat

EUCC

State of play

Stakeholder meeting 08-12-2022


http://www.free-powerpoint-templates-design.com/free-powerpoint-templates-design

ECCG

> European Cybersecurity
Certification Group

> 25th November 2022

> No updated IA made
available to Member States

" Toulon
'R m‘o.‘

g'.':i' ’
5y o
\": Palma de Mallorca  ~Caglian

cafite Pa‘.em%, '- |

g 2100n Skikda _Angabe. o

N



siz

a5

A —

Draft IA changes/updates (recap of 28-6-22)

> Introduction of “state-of-the-art” documents
> Updated complaint handling process
> New article on “force majeure”

> Updated articles on authorisation of both CAB/CBs and CAB/ITSEFs

— Discussion on recognising authorisation issued by another NCCA
— Includes requirement to assess competences based on 2 pilot evaluations

> Updated article on mutual recognition
— Mutual recognition on a bilateral basis with third countries
- Now also possible to be limited to the substantial level only




Discussion points

ECCG voting process around "“state-of-the-art” documents
Referencing “state-of-the-art” documents:

Minimum Site Requirements

Minimum ITSEF Requirements for security evaluations of smart cards and similar devices
Minimum ITSEF Requirements for security evaluations of hardware devices with security boxes
Security Architecture requirements (ADV_ARC) for smart cards and similar devices
Certification of “open” smart card products

Composite product evaluation for smart cards and similar devices

Application of attack potential to hardware devices with security boxes

Application of attack potential to smartcards and similar devices

Application of Common Criteria to integrated circuits

Establishing a subgroup on EUCC maintenance: coordinating maintenance and

new needs for “state-of-the-art” and guidance documents + interaction with
ISAC(s) / prepare for ECCG opinion




Next steps - EC

> Internal commission consultation (before end of year)
> Draft EC IA published

> Public consultation (4 weeks)
— TBT notification to WTO (60 days, in parallel, for information)
— Comitology process/Committee discussions can begin (NB: cannot call for Opinion yet)

> Revision of documents after TBT notification and public feedback
> Committee discussions = Vote (require positive opinion by qualified majority)

> ‘Cll'rans)lation of IA in all EU languages (it is more than 100 pages, so more than 30
ays

> Adoption (EC expects end Q1 2023)
> Entry into force
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Next steps - ENISA ¥ enisa m
x
> Finalise ENISA certification website *x *

Finalise certificate notification process, including marks, labels and

QR-code

Continue TGs on:

Scheme governance (transition SOG-IS working groups (JIWG, JHAS, JEDS)
into ISACs)

Guidance on Accreditation and Authorisation

Guidance on vulnerability handling and disclosure

Guidance on patch management & scope reduction

Guidance on transition to new CC:2022

Supporting documents (derived from national interpretations)
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* > 4 FOR CYBERSECURITY

Reach our audience target by defining core website users S
Certificate user
We defined four core users for the website: | - BT
B -
= 111
» Vendors and Service Providers R S Wy
* Certificate Users . i
« Conformity Assessment Bodies ' e Y

- NCCA FI

This allowed use to create four different Users Paths with dedicated content according
to the needs of each type of users.
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EUCCFRANSSI/CB202201V1

Variant 1: NCCA access
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EUROPEAN
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Variant 2: CB access

Signed
;@?‘;“" Register for ID, Label, QR Code
<j:| ,
AP| Gateway Conthcasionwessne XML Structure &

Data Type Validation

.....................................

...............................................................

Send back the QR Send back the Certificate ID §
Code or/and Label with QR Code and/or Label |




ENISA website

900

Variant 2: CB access

NCCA

T3

Signed
Cartificate

& ==

AP| Gateway

x *

x
. enisa

EUROPEAN
x * UNION AGENCY
* > 4 FOR CYBERSECURITY

EUCCFRANSSI/CB202201V1

MO Prosuct Name Tewt

Inemita
LEWE Corshaacion Baty Neve Tut

it by
SURERL SEAITAY (e ¥ 0 A

Canma
S LT )

enlsa (O]

Cybersecurty
¥ Cortification Website

SRR T Ty epeee——,
bORURAC WRITAS e e 50 4

whorie Geeae 1) EVOUPRANYSL TRV ZDO 1YY

Nurve o e JCT prasactveoataiprocest  DEWD Mrocuct Mirve Teet

Vrget of Erstainon Sawt 17 | Amcads]  TEMO Supye8 29 Tawgee Teet

Berseeinr o (bu Lrget o westasthon Marntatzog | TEMO Bugnat o Taget Perreat Tok

Sy Vot Lok Ve pet)

W Wrnt o e PV e P e e (W0 L asewn e Ny ee Teud

Towe of 1T Pty Taern ™o e Setere Nty

Usage Sariaxe nobity | Borest nystees 20 Srices

e e

PR TSN TR B TTTRRLL S Ry LA
e o Tw vt e e ie LEMO Maratn e Mwse Tow
o o "l - [ L L LIS
Ty o

Sestwcade 311102
Cowmwy Nwve
Tebopbese 200 JECO0T
el s Bniien b

! -t LU0 v Logw Litad s oo
18 008 maticte of 1o -
ey ey
A e T o Mgt (0 W
rart
Cotwmin e VEETTErErT I 0 sashl et snery - vy

ATY 1he mcuy Torf QAT Thit Satiem SwnegveR
COPTIRA WA FART W e 6 The BT predneny ae 5T

N pesext Jmwwne: ol dmyy | Srwg whad yor ol
201 Wl 30 wpeast 89 07 UETE = Mirtieniee
SGITTY The M3 MR fy T CRerleTLeT, rebet



Next steps - NL

> Finalizing authorization process

> Implementing certification process in automated
internal quality system

— Objective is focused on efficiency of the final prior approval to issue a certificate
— Step-by-step approach with possible monitoring by NCCA

— Characteristics:
= Quality: approval based on verification that certification is meeting scheme requirements
= Predictability: all parties gain assurance that certification is on the right track
= Responsiveness: small work packages/intermediate results are faster to review
= Timeliness: faster final approval based on intermediate results

> Developing templates and forms
. ey . . . Assessment,
> Developing transition policy and timelines Audit, Testing

the design

and final reporting
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Transition period / start of EUCC scheme operation

3 important dates are related to the operation of the EUCC scheme:

A. Adoption of the implementing regulation establishing the scheme and limited entry into
force, only Chapter Il and Annex B
B. Entry into force of the full implementing act

C. National schemes cease to produce effects
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Thank you for your
attention...

Questions ?
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